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Increased mobility and the growing number and severity of network attacks have led enterprises to deploy layers of network security solutions at the 
increasingly porous network perimeter, such as firewalls, intrusion detection/prevention systems (IDS/IPS) and messaging gateways. Organizations 
have also deployed endpoint solutions such as anti-virus, anti-spyware and host-based IPS. These solutions have failed to provide effective network 
protection as malware and other successful attacks cost enterprises more than $14 billion annually and affect approximately 80% of enterprises 
according to market analysts. These traditional solutions expose the network by leaving open a “soft underbelly”– vulnerable devices that enter and 
exit the network, representing a risk to network security by propagating threats. Devices that are unmanaged or unmanageable by network IT, such as 
personal PC’s and Wi-Fi-enabled phones, represent 50 to 80% of connected devices in some organizations. These devices are often more vulnerable 
to malware attacks and can rapidly introduce threats, compromising data security within the enterprise.

Mirage enables you to control who gains admission to the network, ensuring that unauthorized, infected, and out-of-policy endpoints are never 
allowed to access and harm the network. Mirage’s agentless Network Access Control (NAC) technology performs risk assessment on all endpoints – 
regardless of device type or operating system, irrespective of whether an endpoint is managed or unmanaged.

Mirage Product Family
All Mirage NAC appliances come preloaded with the software to perform full-cycle Network Access Control. Mirage NAC controls access to the network 
based on user identity, endpoint compliance, and behavioral policies. Identity policies allow you to determine who is allowed to access specific 
resources on your network. Endpoint compliance allows you to govern access based on health and status of the endpoint. Behavioral policies allow 
you govern access based on what any endpoint is doing on the network. Combined, these profiles give customers the most granular approach in 
enforcing access policies.

The Mirage solution scales to any network size and complements your 
existing security technologies, Mirage appliances deploy off a Layer 2 
network switch, leveraging in-place IT and infrsatructure investments, 
without introducing a point of network failure.
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How Mirage Works.

Discover
A NAC solution is only as good as its discovery capability – you can’t control access 
for endpoints you don’t see. Mirage discovers every endpoint that connects to the 
network, immediately when it connects. The solution doesn’t require SNMP traps, 
DHCP requests or any other external mechanism so discovery is instantaneous  
and independent of the switching infrastructure. The discovery process is also  
independent of endpoint type, working the same for every device, operating 
system and connection method.

Authenticate
After each endpoint is discovered, customers can require that those endpoints go 
through an authentication process. Leveraging existing credential stores such as 
Active Directory, LDAP, and RADIUS, Mirage offers a seamless identity check, with 
no interruption to end user workflow.  With this feature customers can enforce 
identity-based policies, specifying what resources each user can access on the 
network, and specifying what usage policies should be enforced for each user.

Scan
Mirage scans every endpoint that connects to the network, regardless of device 
type, operating system, or connection method. The scan assesses the health of 
each endpoint, and also allows policies to be crafted based on endpoint type and 
endpoint characteristics.  For both managed and unmanaged endpoints, Mirage 
NAC ensures that every endpoint meets the compliance policies set forth by your 
organization. 

Authorize
Authorization can be enforced for every endpoint based on identity and scan infor-
mation, allowing for a virtually infinite range of policy options. For example, an 
administrative user with an up to date Windows Vista laptop may have unlimited 
access on a given segment, but can be denied access when trying to connect to a VoIP 
segment. An unknown user on a Macintosh laptop with up to date anti-virus may be 
allowed internet access on the corporate network, while being denied access to any 
other part of the network. Authorization policies can be as simple as allowing full 
access to known users and denying access to unknown users, or allowing full access 
to healthy machines while denying access to unhealthy machines.  Out-of-box  
policies give customers the foundational elements needed to get full-cycle NAC, 
while the advanced policy permutations offer the most robust policy engine avail-
able for controlling access to your network.

Monitor
Once endpoints are authorized to access the network in any capacity, Mirage 
monitors every packet from those endpoints.  The ongoing monitoring of every 
endpoint allows Mirage to enforce behavioral policies throughout the network.  
The unprecedented view into network activity also highlights network usage 
patterns, providing valuable insight to network performance and helping avoid 
costly downtime.

Detect
Unlike many Network Access Control solutions, which start and end with endpoint 
or identity checks, Mirage gives you continuous control the entire time an endpoint 

Full-Cycle NAC 
Mirage’s suite of integrated appliances is the most scalable full-cycle NAC solution available. Mirage’s patented technology offers full protection for all 
endpoints, managed and unmanaged, and works in any network infrastructure. Mirage Networks gives you complete control over the endpoints on your 
network. Our solutions combine agentless Network Access Control with award-winning zero-day threat prevention and automated policy enforcement. 
Network intelligence provides a unified view of endpoint activity and delivers powerful analysis of your network’s history and usage. Together, these 
features deliver the most comprehensive NAC solution on the market, offering security checks throughout the lifecycle of a device’s network access. The 
Mirage Networks solution delivers this complete protection within a flexible, scalable, and easily implementable approach. 

Our NAC solution gives you complete control over the endpoint 
devices on your network.  The Mirage NAC solution is  
comprised of 3 key components: »  Identity-based access control

»  Endpoint compliance checks

»  Behavioral policy enforcement



Mirage NAC Cycle

is on your network. A key component of Mirage NAC is award-winning behavioral 
policy enforcement.  Our advanced threat detection engine offers the best protec-
tion for your network interior against threats without requiring signatures or 
updates, which means you’re protected from zero-day threats. Mirage also detects 
botnets, keyloogers, Trojans, worms, viruses, and other malware and prevents 
these threats from propagating within the network. This patented technology 
minimizes risk to the network from infected endpoints, yielding a high level of 
protection that is transparent to the end user. 

Re-Scan
Most NAC solutions verify endpoint compliance when a device connects to the 
network, but an endpoint’s status can change during its connection. Mirage 
NAC allows customers to designate required intervals for re-scanning to ensure 
endpoints remain compliant.

Enforce
Properly quarantining infected or out-of-policy devices is a critical component of 
an effective NAC solution. If at any stage in the cycle an endpoint becomes infected 
or deviates from policy, Mirage surgically quarantines the endpoint using unique 
ARP management techniques. Unlike NAC solutions that rely on other parts of the  
infrastructure for quarantining, the Mirage solution isolates the offending endpoint 
with no integration. This means you can enforce policies without re-architecting 
your VLAN design, without risky dynamic ACL implementations, and without 
relying on inherently insecure protocols like SNMP or Telnet to affect switch port 
access. This technique enables Mirage to effectively quarantine risky endpoints 

in an infrastructure-independent fashion, making deployment and ongoing 
management significantly easier.

Mirage NAC gives you targeted and highly flexible quarantining options, enabling 
you to specify different access levels for specific endpoints while quarantined. For 
example, the CEO may be permitted Internet access with an out-of-policy PC, 
while in the background Mirage scans the device and sends an alert to the IT 
department to provide in-person diagnosis and remediation. On the other hand, 
a contractor with a non-compliant laptop may be directed to a remediation 
server for policy diagnosis and remediation options.

Mirage offers the most effective, easy to deploy quarantine technology available.

Remediate
The goal in most quarantine scenarios is to get an endpoint compliant and back 
on the network as quickly as possible. When an endpoint is quarantined by Mirage 
NAC, users are alerted to their quarantine status. This ensures end users understand 
what’s occurring and why their device has been quarantined. Mirage enables you to 
establish issue-specific remediation paths for different types of devices and policy 
violations. This offers great flexibility in customizing remediation flow with patches 
and other remediation options. Mirage NAC also allows users to self-remediate 
in order to minimize help desk calls, to increase user productivity by decreasing  
remediation time, and to reduce overall support costs.



» Agentless–The Mirage solution requires no software on  
the endpoint. 

» Virtually Inline– Mirage appliances are deployed  
out-of-band, but have the effectiveness of inline devices. 

» Infrastructure-independent– The Mirage solution 
requires no switch integration for discovery or enforcement. 

What makes Mirage the leading NAC solution?
The Mirage patented NAC solution is:

Agentless
Mirage’s agentless NAC technology performs risk assessment on all endpoints –  
regardless of device type or OS, irrespective of whether an endpoint is managed 
or unmanaged. As soon as an endpoint attempts to gain access to the network, 
Mirage immediately identifies the device and runs a quick, effective policy 
check to determine if the device is infected with damaging threats, whether it is 
known or unknown, its compliance and threat history, and whether it complies 
with the security policies in the network segment that it is trying to join. To 
verify the identity of users, Mirage authenticates users by checking common 
credential stores, such as LDAP, RADIUS and Active Directory. Once the endpoint 
has been given an appropriate level of access, Mirage monitors the endpoint’s 
behavior throughout its life cycle on the network. Endpoints that exhibit 
threatening or out-of-policy behavior can be partially or completely restricted 
– without requiring any agent on the endpoint.

Virtually Inline
Mirage appliances physically deploy out-of-band. However, it is the only out-
of-band appliance that detects endpoints and enforces NAC policies with no 
reliance on other parts of the infrastructure. When an endpoint is out of policy, 
the Mirage appliance steps virtually inline, surgically quarantining the endpoint 
directly.

Mirage surgically quarantines at-risk devices using patented ARP manage-
ment techniques. This means you can enforce policies without VLAN 
re-architecture, without risky dynamic ACL implementations, and without 
relying on inherently insecure protocols like SNMP or Telnet to affect switch 
port access. Without introducing the latency, single points-of-failure, or 
deployment complexities of inline devices, Mirage provides inline protection. 
It is this distinction and the patented Mirage technology that make Mirage’s 
quarantine superior to any other security product available.

Infrastructure Independent
Mirage is committed to delivering a NAC solution that works in any network 
environment. Because we use patented discovery and enforcement tech-
niques, Mirage NAC is a self-contained solution that does not rely on infra-
structure components. Many NAC solutions require that SNMP be enabled 
on all switches, while others require Telnet access be provided for the NAC 
solution to dynamically change switch port configurations. Solutions with 
these or similar requirements not only pose additional security risk, but 
create huge overhead for deployment and management. They also are 
limited to functioning with a finite number of network device types, vendors, 
and operating systems.

Because Mirage NAC deals directly with the endpoints, and not with switches, 
routers or other devices inline with the endpoints, it works in any network.

Mirage advantages
Mirage’s NAC solution enables maximum network performance by controlling network access, isolating non-compliant and threatening endpoints, 
and providing self-remediation capabilities. Mirage’s network-based solution requires no agent software, deploys virtually inline and works in any 
network environmnet.

Mirage Advantages.
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About Mirage Networks 
Mirage Networks, Inc. is the leading provider of Network Access Control (NAC) solutions. Mirage’s patented technology gives organizations control of all network devices, 
increases network uptime, ensures policy compliance, and reduces operational costs. Mirage’s NAC appliances work in all network environments, deploy virtually inline, and 
require neither signatures nor agents to enforce policy and terminate zero-day threats. Mirage Networks is a consistent winner of industry awards and recognition. Learn more 
about Mirage Networks at www.miragenetworks.com, and visit the Mirage CTO blog at www.mirageblog.com.

Mirage solutions are made available through Authorized ChannelFirst Partners and can also be delivered as a managed service.
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Free Your Network. 
Mirage NAC gives you freedom. We control network access and monitor every device on your network,  
all the time, so you can open your network to the people who need it and let your business move faster.


