Personal Information protection against “phishing”

We all have sites that we frequently use on the Internet...

Google YaHoO! REE=LLS

... and also some that you do business with and receive personal email

from...

[Ebank el (i@ Huntington

. . *
Five Star Service Guaranteed QB

A bank invested in people.

... but how do you know if a link you are clicking on will take you to the
correct site, and not an information scam or phishing scam?




Here’s how you will know!

Simply use your mouse to HOVER over the link (DO NOT click on the
link) and the TRUE link site will appear at the bottom of your web
browser! Do this with ANY link that may look suspicious or to ANY link
that you may receive from a bank, store, etc. to insure that the link is
safe and not malicious.

Here’s an Example:

Dear Chase I[JnlirmSh"I Customer:

We recently reviewed all our accounts and suspect that your online banking account
might have been accessed by an unauthorized third party.

Frotecting the security of your account is our primary concern, therefore as a
preventive measure, we have tempaorarily limited access to sensitive account features.

To restore your account access, we need you to confirm your identity.

Flease follow the link below to proceed to confirming your account information:

Signin fo cm:fnue.

Thank you.

Sincerely,
Chase Security Team

Domain

p-includes/admin/chasecnline.chase.com/Logon/ -I'i“k Destination

Note that the link goes to “rubizh.kiev.ua” and NOT something like
“https://www.chase.com/online/Checking/chase-checking-account.htm”

Be on the lookout for these common phishing domains

e .info e .cm e .lv(Latvia) e .kr (N. Korea)
e .vn (Vietnam) (Cameroon) e .ly(Libya) e kp (S. Korea)
e .ua (Ukraine) e .ru (Russia) e .cn(China) e .ng (Nigeria)

e .am (Armenia) e .ir(Iran) e .jp(Japan)



